La evolucion de los errores de
programacion en los videojuegos:
El curioso caso de Minecraft

Adrian Muelas Gomez



Introduccion

* Por qué son interesantes los errores de programacion
* Por qué vamos a hablar de Minecraft
* Entender el caso de Minecraft

* Analizar por qué es inestable e intentar evitarlo



Glitch

Assassin’s Creed Unity (2014) Super Mario 64 (1996)

Missing geometry Out of Bounds
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Super Mario Bros. (1985) Super Mario World (1990)
Infinite 1-UP Credits Warp
Exploit de disefio Ejecucion de Cédigo Arbitrario (ACE)



Minecraft?

Queé es

¢

) |

-
-

4

OMmMocCIiOnc

o

Arte

)\

AL

JIrE

(5

)




Situacion actual 5
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Entendiendo el exploit

4 Funcionamiento del Juego
o« 7 4.1 Tick
o C h u n kS y ge n e ra C I O n 4.1.1 Terreno dinamico
4.1.2 Automatizacion: Redstone
4.1.3 Cancelacion de actualizaciones
4.2  Chunks
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* Chunk Swap
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Actualizacion: Lazy Chunks
Manipulacion de populacion

4.2
4.2
4.2
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. Cancelacion de populacion
* Falling Block Swap
a In OC Wa Threadstone
: analisis superficial

5.2 : problemas de la implementacion

° WO rd Te a ri N g 5.t Ja f__z-mdo 11:F1 (:.hllIJ_llF de forma asincrona
3. Manipulacion del HashMap

Sincromni m de los hilos
Populacion asincrona
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* Generic Method ¢ Block Swap

Word Tearing
Generic Method
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Chunks
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Chunks: Generacion 8




Chunks: Generacion 8
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Beacon y cristal tintado

updateColorAsync(world, position):
Thread.run:
while position.y >= 0:
block = world.getBlock(position)
it block is BEACON:
world.addSynchronizedTask(lambda:
block.updateColor(position))

position = position.down()




Chunk Swap: Tabla hash
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Chunk Swap: Tabla hash
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Chunk Swap: Tabla hash
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Chunk Swap: Tabla hash

Remove [1, 2]
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Chunk Swap: Tabla hash
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Chunk Swap: Tabla hash
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Chunk Swap: Tabla hash
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Chunk Swap: Tabla hash

Remove [1, 2]

4

0] 1

4

5

L)

Contains [6, 5]
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Chunk Swap: Sincronizacion

Jugador

Descarga

Hilo Principal
Tiempo >
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Chunk Swap: Sincronizacion

Jugador

Descarga

Hilo Principal

Cristal Tintado

updateColorAsync(world, position):
Thread.run:
while position.y >= O:
block = world.getBlock(position)
it block BEACON:
world.addSynchronizedTask(
block.updateColor(position))

position = position.down()

11



Chunk Swap
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Chunk Swap
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Chunk Swap: Sincronizacion

Hilo Principal
Cristal Tintado
Cristal Tintado
Cristal Tintado
Cristal Tintado
Cristal Tintado

Cristal Tintado

Jugador

Descarga
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Falling Block Swap

currentBlock = world.getBlock(position)
if currentBlock == block:

currentBlock.update(world, position, currentBlock)

update(world, position, block):
if not canFall(world, position): return
if canProcessEntity(world, position):

spawnEntity(world, position, world.getBlock(position))
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Word Tearing

= 000100000

13



Word Tearing
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long[] longArray = {

0000001000000000000100000000000010000000000001000000000000100000
0000010000000000001000000000000100000000000010000000000001000000
0000100000000000010000000000001000000000000100000000000010000000
0001000000000000100000000000010000000000001000000000000100000000
0010000000000001000000000000100000000000010000000000001000000000
0100000000000010000000000001000000000000100000000000010000000000
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Word Tearing

vi A W N P O

long[] longArray = {

0000001000000001000110101000000010000000010001101010000000100000
0100011010100000001000000001000110101000000010000000010001101010
0000100000000100011010100000001000000001000110101000000010000000
0001101010000000100000000100011010100000001000000001000110101000
0010000000010001101010000000100000000100011010100000001000000000
0110101000000010000000010001101010000000100000000100011010100000
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Word Tearing 13

long[] longArray = {
0001000110101000000010000000010001101010000000100000
0000000100000000100011010100000001000000001000110101

0001000110101000000010000000010001101010000000100000
0000000100000000100011010100000001000000001000110101
0001000110101000000010000000010001101010000000100000
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0000000100000000100011010100000001000000001000110101




Word Tearing: Ejemplo

Tiempo -

] e =
e el e

[l e S} gt el

T

e
o

Hilo A:

[, b

Hilo B:

long[] longArray = {

0000000100000000100011010100000001000000001000110101
0001000110101000000010000000010001101010000000100000
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Word Tearing: Ejemplo

Tiempo » Lee long 3

13

Hilo A: I

Hilo B: |

0000000100000000100011010100000001000000001000110101

long[] longArray = {

0000000100000000100011010100000001000000001000110101
0001000110101000000010000000010001101010000000100000
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Word Tearing: Ejemplo

Tiempo » Lee long 3 Escribe long 3

13

Hilo A: I I

Hilo B: |

0000000100000000100011010100000001000000001000110101

long[] longArray = {

0000000000000000100000000100011010100000001000000001000110101
00010001101010000000100000000100011010100000001000000000
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Word Tearing: Ejemplo

Tiempo » Lee long 3 Escribe long 3

13

Hilo A: I I

Hilo B: |

0000000000000000100011010100000001000000001000110101

long[] longArray = {

0000000000000000100000000100011010100000001000000001000110101
00010001101010000000100000000100011010100000001000000000
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Word Tearing: Ejemplo

vi A W N P O©

Tiempo » Lee long 3 Escribe long 3

13

Hilo A: I I

Hilo B: | |

long[] longArray = {

1100000000000000000000000100011010100000001000000001000110101
00010001101010000000100000000100011010100000001000000000



Generic Method

Hilo A:

Hilo B:
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Generic Method

Hilo A:

Hilo B:

Hilo C: ‘
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Generic Method

25082771018260000 2508277 10M8270000 2582771018230000 25082771018200000 2582771018300000

I |
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Desarrollo

* Word Tearing: Revision
* Tile Entity Crash

* PlayerChunkMap Crash
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Word Tearing: Revision

.longArray[startLong] =
.longArray[startLong]
& ~( .maxValue << relativeBit)

| (block & .maxValue) << relativeBit
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Word Tearing: Revision

this.longArray[startLong] =
this.longArray[startLong]
& ~(this.maxValue << relativeBit)

| (block & this.maxValue) << relativeBit

mov

shl

andn

and

mov

shl

or

mov

r8, ro
r8, cl

r8, r8, gword ptr [rax + rsi * 8 + 18h]
rbx, r9
r9, rbx

ro, cl

rg8, ro
gword ptr [rax + rsi * 8 + 18h], r8
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Tile Entity Crash

updateColorAsync(world, position):
Thread.run:
while position.y >= 0:
block = world.getBlock(position)
if block is BEACON:

world.addSynchronizedTask(lambda:

block.updateColor(position))

position = position.down()
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Tile Entity Crash

updateColorAsync(world, position):
Thread.run:
try:
while position.y >= 0:
block = world.getBlock(position)
if block is BEACON:

world.addSynchronizedTask(lambda:

block.updateColor(position))
position = position.down()
catch exception:

print(exception)

Caused by: NullPointerException
at World.getPendingTileEntity (line 2413)
at World.getTileEntity (line 2398)

at BlockPistonMoving.neighborChanged (line 172)

at World.notifyBlock (line 582)
at World.notifyNeighbors (line 550)
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Tile Entity Crash
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Tile Entity Crash




Tile Entity Crash

neighborChanged(block, world, position):
world.getTileEntity(position)

getTileEntity(position):
tileEntity = getChunk(position)
.getTileEntity(position)

if tileEntity is null:
tileEntity = getPendingTileEntity(position)

return tileEntity
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Tile Entity Crash

getPendingTileEntity(position):

i=20

while 1 < pendingTileEntities.size():
tileEntity = pendingTileEntities.get(1i)
if tileEntity.position == position:

return tileEntity

i+=1

return null

clear():

i =

%)

while i < size:

elements[i]

size

%)

nhull
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PlayerChunkMap Crash

chunk: (1, @)
changes: 1

blocks: [...]

if

entriesToUpdate.isEmpty():
for entry in entriesToUpdate:
entry.update()
entriesToUpdate.clear()
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PlayerChunkMap Crash

chunk: (1, @)
changes: 1

blocks: [...] if entriesToUpdate.isEmpty():

for entry in entriesToUpdate:

entry.update()

entriesToUpdate.clear()

if changes ==
PlayerChunkMap.addEntry( )




PlayerChunkMap Crash

chunk: (1, @)
changes: 1

blocks: [...]

21

if time - lastUpdate > 8000:
lastUpdate = time
for entry in entries:
entry.update()

if not entriesToUpdate.isEmpty():
for entry in entriesToUpdate:
entry.update()
entriesToUpdate.clear()

if changes ==
PlayerChunkMap.addEntry(this)



Conclusiones

* iHemos conseguido nuestro objetivo!
* Aun quedan cosas por mejorar y descubrir de los efectos de este exploit
* Probablemente no vuelva a darse un caso similar

* El mundo de los exploits es muy complejo e interesante de estudiar
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Generic Method: Paleta Bonus: 1

0000011000000 0000000000000 0100010010000
011 000 010
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